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Social Spam, Campaigns,
Misinformation and Crowdturfing
(Not part of Exam)
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Large-Scale Social Systems
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Key Organizing Principles

« Openness:

— Social systems are inherently open to users who generate, share and consume
information

- E.g., post a message, upload and watch a video
« Collaboration:
— Many users organically participate in social systems to engage in collaborative
activities
- E.g., organize for political change, share disaster-related information
* Real-time information propagation:

— Users, media and organization post information related to hot events in (near)
real-time

- E.g., emergency alerts, natural disaster news and sports games
« Crowdsourcing tasks or hiring cheap workers from all over the world:
— People can hire workers from crowdsourcing sites with paying little money

- E.g., workers from Amazon Mechanical Turk for labeling data, workers from
Fiverr for editing a document
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Challenges and Research Approach

These necessary positive aspects may also lead to
negative consequences

— Spam of many flavors

« Comment spam (~90% on websites = 46 billion)
« Spam tweets (1% = 3 million/day) and Twitter spammers (5% = 25 million)
+ Spam videos (20%)

— Traditional Attacks

* Phishing, malware and etc
— Campaigns
— Misinformation
— Crowdturfing

— Misuse
« Crowdsourcing the wrong guy in the Boston bombings at Reddit
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Fake Accounts

9% on Facebook = 87 million accounts in 2012 [Facebook]

Home Profile Friends Inbow

Katherine Griffin | 25 Add as friesd

Wl Info Photos

Basic Informat son

Famae
At 29, 17

Indormation

At 29, 1907

do not: click!
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Comment Spam

*« 83~ 90% on websites = 46 billion comments [Akismet and Mollom. 2010,

Kant et al. WSDM 2012]
Rosiane Submitied on 20120702 at 09:27
acebook comiprofile php?id=10000340
facebook comvpromie. php7ic=100 0 you people may not belivee at all but | can and will tell you that between heaven and earth are things beyond the reach of ordinary
82027214

m.smealen@mail ru
100.142.232.12

Urvi
facebook.comiprofile.php?1d=10000340
6194827 »

info@sms-viuchtelingen.nl
188.143.232.12

man and women.you people do not know what knowledge is and you would not gain any knowledge if its not by some devine
révelation is this the book of the devil maybe but it sure as hell is not for ordinary folks Eke you people to read, you could not handle
it any one of you, before you open the book of the devil you better make sure your in a right pad with GOD Jehova

Submitted on 20120702 at 02:20

Ihad a spambot at my polrey site post something regarding the size of her husband Al | can say is Mr. Jerermy must be glad he
isn't married to her Then there's the one with the guy wanting to sell his bridal dresses

best affiliate website

home-businessreviews com/Tumkey
Aflliate-Webdsit

Submitted on 201206/29 a1 04.34

Make $1.000's Weekly with 3 Health Internet Business of Your Very Own
Now get a compiete fully-operational “Health eBiZ” in a box!

This amazing site

* Closes sales automabcally for you!

" Has a complele slecironeC sales manager Mal makes al upsSels 1or you!
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Spam Tweets and Twitter Spammers

1% Spam tweets and 5% Twitter spammers
— 3 million spam tweets/day and 25 million spam accounts
[Twitter and TwitSweeper, 2010)

Shampoo refers to a Blink 182 song

1 from: . Ran
minutes a 1 ply

f‘ cphtlink: for all those wondering about the twitter trend | do believe Apple

: o TrevBusiness: #appie shampoo Getting strange calis? Reverse Phone Deteclive 10
,, find out who's bothering you! www SmallBusinessSolved com/r/

10 minutes aqo from wel F:,-_-_.L

| TrevBusiness #apple shampoo This website to give me qreat ideas 1o do on a
daily to get the love fowing www SmallBusinessSolved com/ny

10 minutes ago from wed .i-J..a"\lJ View Tweel
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Spam Videos

183 million U.S. Internet users watched more than 37 billion online
videos in Oct 2012. [comScore]

20% of online videos are spam [VideoSurf]

Amanda Knox: Murder on Trial VIDEO

dowopor 12 wdeos ¥ Subscnbe

Due To Copyright Reason and Terms

Youtube
This Video Couldn’t be Upload

Click The LInK In The
Description
To Watcuhis Video

U Like g + Add1o ~ Share -

Cick on ht z - FREE 10 watch Amanda Knox Murder on
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Collective Attention Spam

« Target popular and trendy topics/items
* Feed spam contents once the topics/items become popular

Results for #DrakeCriesWhen

Cherrleornblm
ay. She CJISIT :3] \WoF almg #grntosmexicanos
1"1. dichon Glen Rice
q AprylHemmelgam
S | wonder if this really works bit iwoFalmo Glen Rice
UKNOWUHUNGAWNEN 20niosmenncan BLYAKeLNesyWner

astk oodAddichon

How To Really Make Money Online, FAST!

Joia The Content Page

UnSchwegel6358
Anybody know IS this really works!?? bat ol aimo #griosmexicanos

Clon Ibeo JKenowUHunaryWhon #( 1
FastFoodAddiction

DebbraRozzi7831
No way She pulls this again!| b £ 1A, [OSMEXNCANS
#DrakeCriesWhen =FastFoodAddiction Glen Rice

Maryaliccketto9
Omg... ks this real”? DU otaimo “gnicsmencancs FovakeCnesiVher
FastFoodAddichon Glen Rice
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ampaigns

Astroturfing

The need W protect the internet from
‘astroturfing’ grows ever more urgent

'S Wl " el r o Cary

Py - P u Hslcad Patin |

ow do w

/

Fake review campaign

N

1 of 1 people foend the falleminz review helpd
RRHRRN  Practically FREE smnvie, Devensber 4, 2004
Andin Niract (CB-ROM)
1 o) Belicve Sor S10 (afer schasc) | 9ot 3 program thae ey
e foe unlonred pvasic. | was bopng it &4 bak whae was

(2 of 2 people found the felioming review helphd
fririeded Lie o tage revender,, . Decamber §, 04
Asdio Niraer (CD-ROM
Thes safreare scally rocks | cam set the program 2 wecend
yuaic ol day oo o gl let # g0 | coens Borme aad ey

.. December 4. 0M
Asdio Viract X D-ROMY

loebad forever for & wary w0 recond imerset sk, My way

ook 3 by e and oy weps (frestrtang) Then | found

Ando Nract. With more than 3000 soags downdeaded 0

3 of § people foend the falloning review helpdd
RHRRN Yes - it reslly works, Decomber 4, 2004
Aadie Niraet Pre (CD-ROV]
See pry review for Asdio Xieset - (hes PRO b cven betier. Ths
14 the soladen I've boen booking for. Afkr bunving i Tures,

tof 1 people found the foloning review helpdd

TSR This is even bemer thas..., Decemer 8§ 2004
Andie Nirser Pre (CD-ROM

Lot me ] vou (hes R 1o B coe of (he covled modhats cver

o the perhet Recond 3 pmeenct radio stations o once

2 of 9 people found the fodlowing review helply
WIREN Best s just gt ., December &, 2004
s \I caLe 0N
The ofher div | weradad 1o thes TOP NOTCH peadact
Everyone who knves mesic sceds 00 91 it From beeesct

S of § poogle foend 1he folloniag revew helpfid
RSCTRR My hich bonr i, Decomber 4, 2004

Pead Aguaries 10 Deinse | dioon
T was 3 bargam o $20 - beter than e other coes that e

S of § poople found the felloning revew helphd
RARRR For e proce you..., Deceder & 2004

Pesd Agariam S0 Diwar | s
T 15 o of the coclest soonensavers | hane cver som, the fish

wove scabaically. dhe conmonsents ook real asd e

5 ol J people Sound the Modkonrng review helphl
RARAR Cool, luoks proat.., Docomier 4 2004

Poed Agmaniam 50 Debne | dhins
e bave this set wp o the PC af horee and 2 books GREAT

po sbeee waer scencs. My badi geta Lk out of e
iz John's Profile

Chetus” Profile

The feih and e soenes ase veally ncat Frionds and (s iy
Jake's Profike

-

[

. Cam- % Crowd-| .. $ per

Website paigns turfing Tasks Subm

Amazon lurk (LIS) 41K 12% 29M  $0.002
ShortTask* (US) 30K 95% S27K $0.096
MinuteWorkers (US) 710 70% 10K $0.241
MyEasyTask (LIS) 166 83% 4K $0.149
Microworkers (US) 267 R89% 84K  $0.175

Wang et al. WWW 2012/

Mow true? Thes nedwork gragh shows Tw

COACI00 3
used Ihe PashEd) B0 I Seplamber ana
Ociobesr 2010

Political campaign

Twitter

5 Detween 6 278 accounts th

techniques to cetect the acthity.

“We Tink this technique must be common.” says Filppo Menczer, an associale professor o
Indiana University and one of the principal investigators on the project. “Wherever there are
lots of eyes looking at screens, spammers wil be there. 50 wiry not with politics ™

Bogus Grass-Roots Politics on

Data-mining techniques reveal fake Tiitter
ounts that give the impression of a vast

political movement

URSDAY, NOVEMBER 2, 3010 ¥ KURT KLEINER

Researchers have found evicence that polftcal
campaigns and specialinterast groups are using scores
of fake Twitler accounts % cresie the impression of
broad grass-roots poltical expression. A team at incdlana
University used data-mining and network-analysis
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Adversarial Propaganda

» Create and spread rumors and Misinformation
» Target a product/ government

Pentagon Wants a Social Media Propaganda Bt ;14

W Tweet <835

Machine
J +1
BY ADAM RAWNSLEY 071511 240PM .
-~ -
W Follow @arawnsley Share 165

You don't need to have 5,000 friends of Facebook to know that social media can have a notorious mix
of rumor, gossip and just plain disinformation. The Pentagon is looking 1o build a tool to sniff out social
media propaganda campaigns and spit some counter-spin right back at it

[Wired]

On Thursday, Defense Department extreme technology arm Darpa unveiled its Social Media in
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Misinformation (Fake)

DC Maryland Virginia 1+ W Follow

McDonalds in Virginia Beach flooded. . o
pic.twitter.com/FZBoCydM Fake Ojamaters

Reply T3 Retweet Favorite . . . S
® Reply & o : Amazing picture of hurricane #Sandy decending in New

I mages York pic.twitter.com/3mMhCbNq

ITOLD Y'ALL! Shark on the highway in New Jer]
@maxthewanted would appreciate this. # Hurrid
pic.twitter.com /kaYMjWzT

« T3 %
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Crowdturfing (Crowdsourcing + Astroturfing)

* A Multimillion-dollar industry in Chinese crowdsourcing sites
— 90% crowdturfing tasks [MIT Technology Review]

« 70~95% crowdturfing tasks at several U.S. crowdsourcing sites [wang
et al., WWW 2012]

Twitter Post: CPP Scam

Work done: 222/250 Employer: Member_968289¢
You wil earn $0.60

This task takes less than 30 min to finish

Job ID: 264488420768

B3 what is expected from Workers?

You must have 50 Twitter followers. Make sure you are logged into your Twitter account

1. Open your browser and search on Google "colege pro painters success”
2. Cick on any search result that startswthcollegepropaintersscam.com

3. Go to Home Page of the website
4. Retweet any article
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Examples of Crowdturfing

* Vietnamese propaganda spread by 1,000 crowdturfers

Vietham admits deploying bloggers to
support government

By Nga Pham
BBC News, Hanoi

Vietnamese propaganda officials have admitted
deploying people to engage in online discussions and
post comments supporting the Communist Party's
policies.

The party has also confirmed that it operates a network of
nearly 1,000 "public opinion shapers”

They are assigned with the task of spreading the party line

The tactic Is similar to China's model of internet moderators
who aim to control news and manipulate opinion

‘Political opportunists’

Hanoi Propaganda and Education Department head Ho ’
Quang Loi said that the authonties had hired hundreds of The bloggers have been hailed for
so-called "internet polemists” in the fight against "online stopping negatve online rumours
hoslile forces”
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Social Spam

« Fake accounts (5 ~ 6 % on Facebook = 42 million)
- [Facebook. 2012]
« Comment spam (83 ~ 90% on websites = 46 billion)
- [Akismet and Mollom. 2010, Kant et al. WSDM 2012]
« Spam Tweets (1% = 3 million/day) and Twitter Spammers (5% = 25 million)
- [Twitter. 2010, TwitSweeper. 2010, Lee et al. SIGIR 2010, Lee et. al ICWSM 2011, Yang et al. WWW 2012
« Tag spam
- [Koutrika et al. TWEB 2008, Krause et al. AIRWEB 2008 , Neubauer et al. AIRWEB 2009)

« Spam videos
- [Benevenuto et al. AIRWeb 2008, Benevenuto et al. SIGIR 2009)

« Fake Reviews

- [Jindal and Bing ICDM 2007, Lim et al. CIKM 2010, Wang et al. TIST 2011, Mukherjee et al. WWW 2012]
« Voting spam

- [Bian et al. AIRWEB 2008, Tran et al. NSDI 2009]

«  Wikipedia vandalism
- [Potthast et al. ECIR 2008, Chin et al. WICOM 2010, Adler et al. CICLing 2011)
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How to detect these?
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Blacklisting URLs

* Crawled URLs from Twitter

— 25 million URLs crawled
— 8% of them link to spam pages

* Over 80% of spam URLs were shortened

— Mask landing site

« http://bit.ly/aLEmck -> http://i-drugspedia.com/pill/Viagra...
— Defeat blacklist filtering

* bit.ly -> short.to -> malware landing page

Grier, C., Thomas, K., Paxson, V., and Zhang, M. @spam: the underground on 140 characters or less. In CCS, 2010.
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Blacklist Performance

 Blacklists are slow to list spam domains

— 80% of clicks are seen in first day

» Retroactively blacklist

Number of Tweels
8O . N W =N o

X

URIBL
10

Google malware

800

600

1IN

Days

Red = Lag

Blue = Lead
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Comparison to Email Click Through

» Spam Email clickthrough: .003-.006%
— From Spamalytics, Kanich et al. CCS 2008

» Twitter clickthrough: .13%
— Collected 245,000 spam URLs
— Define clickthrough as clicks / reach
— Reach defined as tweets * followers

2 sy o
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Social Spam Detection Approaches

» Supervised spam detection approach
— The most popular approach
— Require labeled data for training purpose

» Ranking users based on their social graph

» Use crowd wisdom (humans) to identify fake
accounts

TO RONTO



Open Research Challenges

* Need for large, accurate, up-to-date data sets
— APls
— Hard crawling
— Shared datasets
— Purchasing data (e.g., Gnip)
— Data grant or know an insider

» Labeling
— Manual labeling
— Use crowd wisdom

— Get labeled data from a social media site
— Blacklist

[ 9 UNIVERSITY OF
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Open Research Challenges

 Integration of multiple techniques for data processing
and modeling

— Big data analysis, machine learning (data mining), information
retrieval, visualization, etc

 Interdisciplinary research for analysis
— computer science, social science, psychology, etc

« Arms race (endless battle)

— Spammers and malicious users change their behaviors or use new
techniques to avoid existing detection approaches

— Spammers and malicious users move to another site

[ 9 UNIVERSITY OF
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Useful Tools

* Machine learning
— Weka: http://www.cs.waikato.ac.nz/ml/weka/
— scikit-learn: http://scikit-learn.org/stable/
— LingPipe (linguistic analysis): hitp://alias-
l.com/lingpipe/

* Visualization
— Matplotlib: http://matplotlib.org/
— Gephi: https://gephi.org/
— Graphviz: hitp://www.graphviz.org/
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Useful Tools

» Big data analysis and visualization
— Hadoop (MapReduce): hitp://hadoop.apache.org/
Pig: hitps://pig.apache.orq/
— Hive: https://hive.apache.org/
— Cascalog: http://cascalog.org/
— Giraph: https://giraph.apache.org/

« Scalable machine learning
— Mahout: https://mahout.apache.org/

» Large scale stream processing

— Storm: http://storm.incubator.apache.org/
— Summingbird: https://github.com/twitter/summingbird
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Web 3.0
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Web 1.0

web1.0

Media companies put content in the web and push it to users.

Low content variety
Content production i1s slow and expensive

Professional authors Managers
Create content based on what lhe'f push' ""B"’ME"‘GI;}E‘ ‘:h.‘rll"ih?"'s
think people want : businesses

55

Users = consumers
Users consume professionally
produced content
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Web 1.0

web1.0 problem

=11

S W wm, DX
e
Pushl
AT

This old media model ignored the new possibbilities of the internet.

Problems

Limited content
Limited creativity

Limited business

web1.0

10,000 editors serve 500,000,000 internet users
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Web 2.0

web2.0

User generated content
Blogs, videos, photos, music etc

Authoring platforms

enable everyone (o publish!

<&

Professional authors
can sbll publish, but are
competing with — everyone!

2) S

@oo-oouolo'-oom

ks

New platforms allow users to generate content themselves

High content variety
dramatically increases, while
lechnical qualily goes down,

Web2.0 managers
are hand-managng the
platforms

S

Users = authors
users generate content
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Web 2.0
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Web 2.0

I | web?2.0 web1.0

User generated content

We all serve each other

8N
V7

unlimited content
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Basically, web 2.0 1s a
social change. The
technical part of the web
hasn’t changed very much.
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But, web 3.0 will be
driven by
technological changes.
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Web 3.0 - the semantic
web - 1s about the
meaning of data.
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Web 3.0

Suppose, I am a
stamp collector...

-
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Web 3.0

Over the years I’'ve
collected a lot of stamps.
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Web 3.0

About every stamp, I made a
document

Inls uh e s e LV

Thma gy

e e e Ll L e R I T
WRRgs At s WA aw . gagree mamett b de sogr v

SR Peaden v B Ve gt Ve waw Be pestmgee pre et 200 Thgremer 11
e ety 8 1 Pt an] o wnvg peel s ol veedams Vie Wb vt
D gt 10 B et 000 B sag B Baet et gt b wemerte
D R e e e e e L I i I T 1)
A L g P ATARRE ARG Fe Wt s et P ade e 8 e wde
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Web 3.0

That’s a lot of
documents
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Web 3.0

How will I find that
specific stamp?
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Web 3.0

Ah, of course !

Google

v |
ax_ﬁ
s Tewvwe F owtewer T A e :wwn 7 padren 1t b
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Web 3.0

This is the web we have today: a
huge collection of documents

Google
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Web 3.0

The words of all those documents are
indexed. We can search for
keywords.

Google

r

W i | e s b wor domiboe
PN
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Web 3.0

Now, suppose I search
for all red stamps...

GOL)gLe__
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Web 3.0

What do I get ?

Google:

Red stamps

Stamps from Cambodia (Khmer
Rouge)

Stamps from the Red Sea

Stamps from the 140 th anniversary of
the Red Cross

Stamps with red dragons
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Web 3.0

Not very intelligent,
but how can a
computer know what |
mean’?

@
¥ | UNIVERSITY OF
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Web 3.0

when we structurally
describe that a stamp is a
stamp and red 1s a color.
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Web 3.0

Describing data in a
structured way can
best be done 1n a
database.
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Web 3.0

A database wit
A database wit
A database wit

N stamps
h countries
h colours

A database wit

h stamp trad

Eand van herkoms!

Table1

Cebites Nave &
LE v
» P

K|

IS

R
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Web 3.0

Web 3.0 creates a big
collection of databases
which can be connected on
demand.
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Web 3.0

Agreements are made on the

structure of data and the way

data 1s described. Where the

data is located 1s 1rrelevant.

Linking data 1s the power of
web 3.0.
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Web 3.0

So, “I want all the red stamps,

designed in Europe, but used
in the U.S.A., between 1980
and 1990 1s a question that

will get a better answer with
web 3.0.
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Web 3.0

This definition of web 3.0 1s
a ‘narrow’ definition. Like

web 2.0, web 3.0 stands for
a range of developments.
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Web 3.0

A broader definition of web 3.0:

A fast broadband connection to the internet, always
and everywhere .

Open source techniques and free data (Data as a
Service)

Open 1dentities

Software as a Service (e.g. Google docs)
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